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“Oh, if only we had noticed that strange
change of employee activity behaviour
three months ago. This was one early
signal of the attack, but nobody noticed
it."

Get a little help from your Identity friends !

Infuse Sharelock Behavioral Risk Insights into One
Identity Manager, and enable Line of Business
managers to be part of your extended security team,
evaluating selected anomalous behaviors early on
rather than late on. Inside the One Identity Manager Ul
they use every day.

The Challenge

How often do you hear such a ‘too late’ comment after a data
breach, fraud or ransomware attack?

And you'll keep hearing it unless your start involving business
people and asking them to evaluate those very anomalous
behaviours performed by their employees/contractors are
either a business-justifiable exception or the early signal of a
downstream security situation.

The solution at a glance

Sharelock detects anomalous user behaviors against the
individual behavioral baselines, correlate such set of anomalies
against its insider threat models, and then signals to One
Identity Manager Security situations (e.g. suspected account
compromise, suspected data sabotage) and Recommendations
for suggesting «keep/review/revoke» actions on specific
applications.

All these risk insights are then made available inside One
Identity Manager with pre-configured rules and workflows,
enabling Line Managers to act within the One Identity Ul and
provide their valuable business contributions on such
‘application related’ security situations.
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Capability overview

Sharelock delivers two types of ‘signals’ to One
Identity Manager:

(Potential) Threats/Security alerts: According to
the Sharelock correlation engine, the given user
has ‘many’ behavioral anonomalies triggering a
specific threat (e.g. data exfiltration attempt).

(Access) recommendations: Sharelock suggests
recommendations to close the gap between
‘should be' vs ‘as is'. Recommendations are either
‘remove’, ‘consider revocation’ or keep.
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Sharelock detects anomalous behaviors against
the predefined loBs (Indicators of Behavior) and

then correlates multiple anomalous behaviors
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Wunro, Rebecka nsider Trvest-SOX  4/36/2021 :0233PM  pencing, Yes Nodseset [ 0 is
e o s
YNOtualyn - Insider Threat -Data Sabotage  Lynes, Tuan Insider Threat-Data  4/16/2021 5372TPM  pending Yes Nodateset NN 100 e
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(Access) Recommendations

Sharelock features a powerful peer-grouping
analytics capability and leverages it to provide
recommendations (‘keep’, ‘remove’, etc.) in the

Such
the gap

One Identity Manager ul.
recommendations aim to close
between the ‘should be' state - described in One
Identity Manager - and the ‘as is’ state derived
from actual behaviors.
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Recommendations

TIMESTAMP:
Apr 9 2021 09:26 PM

ATTRIBUTE

BizApps/Homegrown app #1

RECOMMENDATION

Revoke

©NE IDENTITY One identity Manager

LAST USED (DAYS AGO)

Never

AUTHORIZED USED AUTHORIZED IAM
EERS

Yes No
100%

REASON

Not used, nor by 68% of the IAM peers
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et e et
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ey ~ e
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3 Zero trust risk management posture Protection of the investment
x
é + Achieve an ‘early on' rather than ‘oh too late’ * Protect and enrich your investment with One Identity
E Zero trust security posture Manager.
* Infuse behavioral insights into One Identity * No change management impact, Line Managers use their
Manager with the out-of-the-box integration everyday One Identity Manager Ul and processes.

with Sharelock.
* No additional skills: the Sharelock integration package with

+ Enable Business users to easily provide their One Identity Manager is built using standard One ldentity
contributions on  risky  situations and configuration features (Ul, workflows and data model
recommendations extensions).
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About us

Sharelockai is a leading provider of Al-powered
Identity Behavioral Insights for the Zero Trust Identity
architecture.

Founded by Crossldeas Identity veterans, Sharelock
bridges the gap between ldentity Management and
Security Intelligence, enabling business users to
prevent security risks connected to anomalous user
behaviors, early on rather than ‘oh, too late.’

All third party trademarks and logos referenced by Sharelock remain the property of their respective owners.

Our whereabouts

= Sharelock S.r.l.

= Via Gustavo Giovannoni 76, 00128 Rome (Italy)

= www.sharelock.ai

= info@sharelock.ai

© Sharelock 2018-2621


http://www.sharelock.ai/
mailto:info@sharelock.ai

